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Abstract—One of the fastest growing industries in America 

is autonomous vehicle technology. The main motivation is to 

decrease the number of accidents each year. This leads to the 

challenge presented in this paper, preventing the spoofing of 

signals coming into autonomous vehicles. The increased 

complexity of these vehicles creates more vulnerabilities for 

attackers to take advantage of. Authentication of vehicular ad 

hoc networks is one method to help stop the potential hacking of 

autonomous vehicles. We propose a two-factor authentication 

for GPS signals by synchronizing with Stratum-1 clocks and 

digital signatures to prevent man-in-the-middle attacks. The 

experiment uses a computer to simulate a GPS signal that is sent 

to a Raspberry Pi 3 along with a timestamp and hashed key 

using RSA-1024. The Raspberry Pi 3 represents the vehicle. The 

method presented will prevent GPS spoofing attacks that are 

using modified or corrupted messages, an impersonation attack, 

or a roadside unit replication attack. 
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I. INTRODUCTION 

A. Purpose 

The technology behind autonomous vehicles is one of the 

fastest growing industries in America. They are disrupting the 

automobile industry as several companies, such as Google, 

Tesla, BMW, Toyota, and Mercedes are developing their own 

autonomous vehicles. The security of these systems could 

affect the lives of millions in the near future and could 

become an ethical dilemma. There are multiple reasons why 

people are switching over to autonomous driving other than 

convenience. Self-driving cars are cost efficient and provide 

increased safety compared to human-operated cars. 

Safety is the most crucial aspect of any vehicle. 

According to Urmson et. Al, more than 1.2 million people die 

and 2.7 million people are injured in traffic accidents each 

year in the U.S. alone [1]. A vast majority of these accidents 

are caused by human errors, which could be prevented by 

autonomous driving. According to Dhar, “even-less-than-

perfect (sic) systems could be compelling enough if they 

substantially reduce accidents, considering that every 

percentage point of improvement equates to 400 lives saved 

and 40,000 injuries avoided annually” [2]. As a result, more 

people are investing in these vehicles and more companies 

and government entities are working hard to bringing this 

technology to the public. 

The benefits go even beyond safety and cost. The adaptive 

nature of autonomous vehicles would allow people who are 

unable to drive, whether due to age or disability, to break 

through the barrier, creating more customers for the 

automobile market [3]. The increased number of self-driving 

vehicles could also reduce driving’s environmental impact. 

Due to its newer technology, most autonomous vehicles are 

fully electric or hybrid and are more fuel efficient than 

human-operated cars [1]. 

B. Motivation 

As mentioned above, autonomous vehicles are an 

upcoming technology that will provide many benefits to our 

daily life. One of the most critical devices of an autonomous 

vehicle is GPS. Position spoofing is a potential risk in these 

brand-new technologies, and it provides a huge attack surface 

for potential attackers. Position spoofing is when the attacker 

misleads a GPS using incorrect GPS signals. To launch the 

positioning attack is easy, but it is difficult to be prevented by 

the owner of the automobile [4]. The probability of success 

of an attack is high [4]. This strongly motivates us to conduct 

research on position spoofing and provide better security and 

safety for future autonomous vehicle passengers. 

C. Hypothesis 

Due to the standard of having a positioning system built 

into autonomous cars, it is important that protection against 

spoofing be implemented. To ensure that only legitimate 

signals are accepted to the autonomous vehicle, all incoming 

signals need to have an accurate timestamp accompanying 

them. [5]. While this may deter most attacks, more advanced 

adversaries may have the ability to synchronize their system 

clock to a more accurate clock. This is why the proposed 

approach to protecting against position spoofing is two-factor 

authentication. The vehicle will take advantage of not just 

time synchronization, but also digital signatures. Self-driving 

vehicles will need to be synchronized with clocks with higher 

accuracy than most clocks on the planet such as a low stratum 

level NTP4 (Network Time Protocol Version 4). If an 

attacker were to synchronize with a similarly accurate clock, 

the digital signature would detect their tampering. The hash 

creates a digital signature that any hacker would have 

difficulty breaking. With the dangers of positioning systems 

influencing how an autonomous vehicle maneuvers the 

streets, it is increasingly important to implement a 

countermeasure. 



D. Background 

In 2010 Google announced they had seven autonomous 

vehicles and had driven over 140,000 miles on California 

highways [6]. By the fall of 2016 that number was over 2 

million miles. In that time, there were 14 accidents, but in 

only one was the google car at fault [7]. Today most major 

car manufacturers such as Audi, BMW, GM, Nissan, Toyota 

and Volvo all have active programs to develop autonomous 

cars which may save over 2.4 billion gallons of gasoline [6]. 
As cars become more reliant on computers and sensors 

to navigate, solving the cyber attacking problem will become 

an important part of the equation for safer cars [8]. 
For autonomous vehicles to drive cooperatively they 

need to share information with each other. VANETs 

(Vehicular ad hoc networks) are one of the ways this can be 

accomplished, but VANETs have numerous security issues 

[8]. A VANET network, also known as a vehicular ad hoc 

network, is a type of automobile technology that allows 

vehicles to relay information such as road conditions and 

travel situations. Computers systems are prone to hacking and 

the GPS (Global Positioning System) technology is no 

exception. The satellite signal alone cannot be used to drive 

the car. Satellite GPS is supplemented with WADGPS (Wide 

Area Differential Global Positioning System) [9]. GPS and 

VANETs can all be targets for hackers. Car performance and 

safety features are easy for car manufacturers to predict, 

however cyberattacks are difficult to defend against; even 

worse, security systems for the vehicles are limited by cost 

and must not interfere with vehicle performance [10]. 

Spoofing is the transmission of matched-GPS signal 

structure interference in an attempt to commandeer the 

tracking loops of a victim receiver and thereby manipulate the 

receiver’s timing or navigation solution [11]. Anti-spoofing 

techniques exist that would enable receivers to successfully 

defend themselves against such attacks. These techniques 

enable a receiver to differentiate authentic GPS signals from 

counterfeit signals with high likelihood of success. Spoofers 

have the ability to take control of the victim receiver’s 

tracking loops and lead the receiver away from the authentic 

signals. There is a point when the spoofed signals have 

moved more than 600 meters in position or 2 microseconds 

in time away from the authentic signals, the receiver can be 

considered completely owned by the spoofer [11]. Wesson 

classified spoofing attacks into simple, intermediate or 

sophisticated in terms of their effectiveness and subtlety. 
Wesson proposed Spread Spectrum Security Codes, 

which is a Cryptographic Method. A broadcast GPS signal is 

sent over a satellite once the receiver receives the legitimate 

signal the next broadcast can be predicted; however, the exact 

broadcast sequence cannot be determined. The receiver then 

stores the broadcast into memory. When the cryptographic 

digital key is sent again the receiver generates a copy and 

compares it with the first broadcast key. Spoofing is declared 

if the correlation power falls below a predetermined threshold 

[11]. 
When conducting an intermediate spoofing attack, the 

spoofer will approximate the location and speed of the target 

antenna, then the spoofer will send out an imposter signal to 

the GPS signal [12]. 
The most common spoofing method is the simplistic 

spoofing attack this attacker uses a commercial GPS signal 

simulator to broadcast their signal. In 2002, this test was 

restructured in the Los Alamos National Laboratory. The 

disadvantage of using this method is it is very costly, and very 

heavy to move. Also, they are easily detected and can only 

jam the authentic signal [12]. 
Another more advanced spoofing method is the 

sophisticated spoofing attack. The angle of attack defense is 

not successful in this spoofing attack, the only successful 

defense is the cryptographic authentication [12]. 
 Most of the cryptographic authentication techniques 

require some modifications in the GPS signal structure. 

Therefore, this method does not seem to be applicable to GPS 

in short term [13]. 
 In 1999, the FCC (Federal Communications 

Commission) set aside a portion of the electromagnetic 

spectrum for DSRC (Dedicated Short Range 

Communication). The latency is less than 50 milliseconds 

and the range is about a kilometer and transfer rates range 

from 3 to 27 Mbps (Megabits per second). This network 

enables vehicle communications both between vehicles V2V 

and vehicles and the general infrastructure (V2I) [14]. 
Abueh and Liu have identified the following threats to 

VANETs: 
• Authentic messages are resent by an attacker to 

overwhelm the system. 

• Fake messages are sent to disrupt the entire 

network. 

• Message modification where messages are 

modified or corrupted en route to the vehicle. 

• An impersonation attack where the attacker 

pretends to be the actual network. 

• Denial of service attack where a vehicle is not 

allowed on the network. 

• RSU replication attack. 
The need for security in VANETs must be balanced with 

the need for real-time decision making in the vehicles and the 

large number of vehicles that may soon be on the network. 

Vehicles communicate with the DSRC every 100 – 300 

microseconds, and if there are hundreds of vehicles, cars 

could be verifying several thousand messages every second 

[15]. 
Wang and Wang wrote that two-factor authentication 

schemes have been proposed by many authors, the results 

have only complicated the process without any real security 

improvements [16]. 
In this paper, we propose using the GPS time stamp 

along with the hashed RSA-1024 coded message. This will 

eliminate the possibility of GPS spoofing on autonomous 

vehicles because the GPS Stratum-2 timestamp will be used 

to determine if messages are coming from the network and if 

there is a hashed certificate. So, although two-factor security 

has been criticized in the past, we hope to show the potential 

for using time to detect non-authentic messages from being 



used by autonomous vehicles and all vehicles using GPS 

navigation. 
 

 
Figure 1. Visual representation of man-in-the-middle attack 

In Figure 1, the attacker intercepts a GPS signal and 

modifies the coordinates being sent to the car. This causes a 

self-driving car to reroute to a potentially dangerous area. 

A digital signature is a method of securely connecting a 

signer and a document that uses Public Key Infrastructure 

(PKI), a set of requirements that allows digital signatures to 

generate a private and a public key. The private key is used 

to “sign” the document and the public key is used to verify 

the signature. Digital signatures are often used when there is 

a need to validate and authenticate electronic messages 

exchanged over a network [17]. According to Aki, it 

guarantees that no one can forge a sender’s signature [17]. 

Figure 2 depicts the process. 

II. SYSTEM MODEL 

A. Network Model 

A standard VANET scenario was used. The scenario 

consisted of a network with a communication tower or 

Roadside Unit (RSU), and an autonomous vehicle [15]. The 

RSU handled most of the computational tasks involved with 

digital signatures such as public and private key generation 

as well as hashing. An RSU was placed along the roadside in 

a central location to ensure broad coverage. GPS satellites 

will know the exact position of the RSU which will allow it 

to calculate a car’s position by using itself as a reference 

point. The RSU was synchronized with a Stratum-1 time 

server thus becoming a Stratum-2 device. Each autonomous 

vehicle was equipped with a GPS receiver that is capable of 

small computational abilities such as decryption, hash 

comparison, and time comparison. Every receiver was able to 

synchronize their clocks with RSU clocks. The vehicle in this 

scenario received data from the RSU but did not send any 

data out. 

B. Adversary Model 

The adversary can easily spoof unauthenticated GPS 

receivers. They are capable of intercepting signals, reading 

them, altering them, and delaying them. Due to autonomous 

vehicles relying heavily on GPS for navigation, they are 

susceptible to pathing attacks that could cause accidents or 

even casualties. For example, an attacker that intends to 

terrorize and harm many pedestrians could take control of an 

autonomous vehicle by tricking its receiver into believing that 

the sidewalk is a road that leads to the desired destination. 

This could result in the car driving into a crowd of people 

harming and possibly killing them. An attacker with 

intentions to rob the driver could also deceive a car into 

believing it has reached its destination in a secluded area and 

rob the driver for their personal gain. The increasing 

complexity of cars opens more doors for attackers to enter 

through and cause chaos. 

C. Design Goals 

In order to secure the VANET, there needs to be a series 

of authentication methods to prevent an attacker from gaining 

control of an autonomous vehicle put into place. The first 

layer of authentication was time synchronization. The second 

layer was a digital signature. These methods provide several 

basic security goals for wireless communications. 
1. Prevention of modifying or forgery of the message 

Every message needs to be authenticated to ensure that 

the data is actually coming from a legitimate source rather 

than an intruder. Using digital signatures and time 

synchronization, modified data will be detected and rejected. 

2. Nonrepudiation 

This means that a source cannot deny the authenticity of 

their signature or the fact that they sent a message. This 

ensures that even if an outside party were to gain the public 

key, they cannot generate a legitimate signature. Data is 

guaranteed to come from a legitimate source. 
3. Keys cannot be reused or moved to another document 

If an attacker were able to capture a public key, they will 

not be able to reuse it. The RSU generates a new public key 

for every signal sent out. Furthermore, the digital signature 

becomes part of the document itself and cannot be moved to 

another set of data. 

The primary function of a digital signature is to ensure 

that data has not been modified or intercepted and replaced. 

Figure 2. Generic flowchart of a digital signature using PKI 



The process can be represented by a series of variables. X 

represents the original data while f() is the hashing algorithm 

and y is the outcome of the hash 

Keep in mind that f(x) is a one-way mathematical 

function that is almost impossible to reverse. The function is 

similar to multiplying two large prime numbers that result in 

a large non-prime number. Due to the sheer amount of 

combinations that can be multiplied to get that specific 

number, it would take longer than the lifespan of the universe 

to find the two factors used. The hash is then encrypted using 

another function with the sender’s private key. This results in 

a signed message that is sent to the client with a public key. 
The encryption by the private key can be represented by 

a function g() which takes the hash, y as a parameter. g(y) is 

equal to z which is sent to the car along with another function 

h(). Think of h() as the public key or inverse function of g(). 

It takes the encrypted hash, z, as the parameter. If the data 

was not changed during mid transmission, then the decrypted 

hash should match the original hash. 

 

The pseudocode in Figure 3 shows a generic if-else 

statement that depicts the decision made by the car depending 

on if the hashes match or not. If the hashes are not equal, that 

means the data has been tampered with in some way. This 

would result in the car rejecting the data thus nullifying the 

attempt to spoof. 
Time synchronization functions as a preliminary filter 

for all GPS signals. Cars need to be able to make decisions 

quickly. To combat congestion and danger at high 

speeds, there needs to be a way to reduce the computation 

load. Before going into the verification phase of the digital 

signature, there will be an initialization phase that determines 

whether or not the car will even try to verify the signature. 

When an RSU creates data, it will send the data with a 

timestamp. The proposed infrastructure requires that the RSU 

be connected to a Stratum-1 server running NTP version 4, 

effectively becoming a Stratum-2 device. A Stratum-1 clock 

is essentially as accurate as possible without being the 

reference atomic clocks known as Stratum-0 clocks. Then, 

the car itself will have its clock synchronized with the RSU 

clock which turns the car into Stratum-3. This degree of 

accuracy is needed to ensure that attackers cannot send a 

signal that can deceive the vehicle even with a higher signal 

strength than an RSU. The reasoning behind this is that clocks 

drift off the reference clocks overtime. Most attackers using 

a computer will be using a system clock which is present on 

every computer. NTP servers tend to be accurate within 

milliseconds meaning that most attackers will not be able to 

match this accuracy. Even if the attacker intercepts a signal 

and changes the data, the timestamp changes with the data. 
 
Figure 4. Diagram of time synchronization 

Figure 4 shows how the RSU and autonomous vehicle 

have identical clocks whereas the attacker’s clock is not as 

precise. The car compares the timestamp of the data to the 

current time to see if it was received within a reasonable time. 

If the timestamp is off by too much, the data has been 

tampered with and should not be used, otherwise, the data is 

valid. In order to detect tampered data and accept genuine 

data, a threshold needs to be created that is accurate but not 

so accurate that RSU signals are rejected. By implementing 

this structure, man-in-the-middle attacks are rendered 

impossible for most adversaries. 

III. METHODS 

Materials: 

For our experiment, we used a Raspberry Pi 3 as the 

receiver and a computer as the sender. We chose a Raspberry 

Pi to be the receiver because it was simple and easy to work 

with. It also works with Python, a programming language 

which has many encryption libraries. For encryption, we used 

RSA 1024, 1536, 2048, 2560, 3072, 3584, 4096, 4608, 5120, 

5632, 6144, 6656, 7168, 7680, and 8192. To synchronize the 

clocks, a Stratum-1 time server along with NTP version 4 was 

used. The Python library PyCrypto provided the RSA 

algorithms, while the Python library ntplib was used to query 

NTP servers.  

Process: 

Initially, the computer simulating an RSU is connected to 

a Stratum-1 clock. Then, it sends the original signal, the time, 

the public key, and the hashed signal to the car. Next, the 

Raspberry Pi 3, which simulated the car, tests if the time is in 

Figure 3. Pseudocode for securing the signal 



the allowed time frame. We used NTP4 to sync the time in 

the two networks. If the signal is not received in the specified 

time range, then the car rejects the signal, proving that the 

signal is false or has been modified. If the signal is within the 

acceptable time range, then the car verifies the digital 

signature. The car hashes the signal using the public key, 

which was made using RSA-1024, in order to create another 

signature. Then it checks if the signature is the same as the 

one received. If it is not, the car rejects the signal and the 

process repeats until a signal is approved to be safe and can 

be used. We used RSA-1024 because it is uncrackable due to 

the amount of resources required to brute force it [18]. Figure 

5 provides a graphical representation of the process. A 

detailed description of our programs follows: 

Transmitter (Computer) 

1. A socket server is created on the computer’s IP for 

transmitting data. 
 

2. Using the Python library PyCrypto, a public and 

private key with a size of 2048 bits are created, and the public 

key is broadcast to all receivers. We used a key size of 2040 

bits as it is currently uncrackable. A higher number of bits 

would be more secure but at a cost of longer creation, signing, 

and verification times which could cause problems for 

vehicles moving at high speeds. Figure 5 shows the 

relationship between the time taken to sign and verify the 

digital signatures in seconds to the RSA key sizes in bits. This 

is a potential problem because autonomous cars need to make 

Figure 5. Flowchart of the process of our method 



decisions quickly. Although the hash is harder to crack, speed 

is sacrificed.  

 
3. The receiver connects to the server. 
 

4. The GPS signal is hashed using SHA256 and then 

signed using the private key to create the digital signature. 
 

5. The computer connects to a Stratum-1 server through 

NTP using ntplib, another Python library. 
 

6. The computer requests the current time from the 

Stratum-1 server. 
 

7. The computer sends the GPS signal, the digital 

signature, and the current time, all encoded as UTF-8, to the 

Raspberry Pi. 
 

Receiver (Raspberry Pi) 

1. The Raspberry Pi establishes connection to the 

computer using a socket client. 
 

2. The Raspberry Pi receives the GPS signal, the digital 

signature, and the time the signal was sent from the computer, 

and decodes them as UTF-8. 
 

3. The Pi connects to the same Stratum-1 server through 

NTP using ntplib. 
 

4. This is the first step in the two-factor authentication. 

The time of transmission is checked against the current time. 

If the time gap is more than the time it takes to receive the 

signal, calculated using the distance between the receiver and 

the transmitter, plus 50 milliseconds of leniency, this would 

indicate a man-in-the-middle attack. If the time difference 

does fall within range, the second step in the two-factor 

authentication, checking the digital signature, begins. 
 

5. The Pi decrypts the digital signature using the 

transmitting server’s public key to generate the hash of the 

original signal. 

 

6. To verify that the received signal was not tampered 

with, the Pi creates a hash of the received signal with 

PyCrypto using the same SHA256 algorithm that the 

transmitter used. 
 

7. If the two hashes match up, the signal is accepted. If 

the two hashes do not match up, the signal is voided. 
 

8. If the signal is voided in the first or second step of the 

authentication process, a request for a new signal is sent to 

the transmitter. 

IV. RESULTS AND DISCUSSION 

After two-factor authentication was implemented on 

both the computer and the Raspberry Pi, the Raspberry Pi was 

able to receive signals and check its integrity by using a time 

stamp and a digital signature received from the computer.  

The screenshots below show the results of two tests. For 

the test in Figure 8, the GPS signal was changed by a packet 

sniffing program. The test simulated a real-life example of a 

man-in-the-middle attack where a hacker tries to hijack the 

GPS signal. For these tests, we used a time leniency of 300 

ms to simulate a real-life distance between the car and the 

WADGPS tower. In Figure 7, the receiver detects that the 

received time and current time are within the 300ms 

difference and the digital signature can be verified by the 

received signal. In Figure 8, however, the receiver detects too 

long of a time gap (315 ms) and the signal cannot be verified 

by the digital signature. 

 
We implemented a method for securing the GPS signals 

in autonomous vehicles. Our proposed approach was a two-

factor authentication method using time synchronization and 

a digital signature. Prevention of GPS spoofing is critical due 

to the way these vehicles navigate. By detecting this 

Figure 6. Graph showing decrease in speed with increasing key size 

Figure 8. Console output on the Pi of an unsuccessful verification 

of the time stamp and digital signature 

Figure 7. Console output on the Pi of a successful verification of the 

time stamp and digital signature 



modification, the car can reject falsified data. A different two-

factor authentication scheme that uses certificate authority 

and a biological password was also successful and shown to 

be efficient [15]. This means that two-factor authentication 

for an autonomous vehicle is feasible, and may also mean that 

multi-factor authentication could be used. Due to time 

constraints, however, we were unable to fully test other 

methods of authentication.  
This research provides a solution to GPS spoofing in 

autonomous vehicles which ensures the safety of the 

passengers. In the future, a more secure authentication 

method may need to be implemented to prevent hackers from 

hijacking the car. 

V. CONCLUSION AND FUTURE WORKS 

In this paper, we tested a two-factor authentication 

method to prevent the GPS spoofing of autonomous vehicles. 

Of the six previously mentioned VANET threats, three of 

them have been solved. We successfully prevented 

acceptance of message modification, impersonated signals, 

and identified RSU replication attacks. GPS spoofing is a 

major issue for cars, especially for autonomous vehicles 

because of the way some of them navigate. Our method used 

a digital signature and time synchronization. We created a 

digital signature using RSA-1024 to hash the GPS signal, 

then encrypted the hashed signal using a private key. The car 

decrypts the hashed and encrypted signal using the public key 

that was also sent. 
Although our method of two-factor authentication was 

successful, more layers may be required in the future as 

technology evolves. An example of another security layer 

that could be added is VIN number authentication. In a 

VANET, vehicles may communicate with each other and to 

ensure validity of communications, each signal must be 

accompanied by a VIN number. Implementing biometrics 

would further help the security of vehicles without sacrificing 

speed as it takes place before signature verification.  
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